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Adaptive Multi-Mode DRL Framework for
Intelligent RIS-Assisted Anti-Jamming in 6G
Wireless Networks

Le Hoang Hiep, and Huu-Huy Ngo®

Abstract—This paper proposes an adaptive multi-mode Deep
Reinforcement Learning (DRL) framework for intelligent RIS-
assisted anti-jamming communication in dynamic 6G wireless
networks. The proposed Framework jointly integrates RIS
beamforming, channel hopping, and transmit power adaptation
through a DRL-Driven decision engine capable of dynamically
responding to varying interference conditions and channel fluc-
tuations. To improve deployment realism, practical constraints
including imperfect Channel State Information (CSI), finite-
resolution RIS phase quantization, reflection loss, control delay,
and user mobility are incorporated into the system model.
The anti-jamming problem is formulated as a Markov decision
process and solved using DQN, PPO, and SAC algorithms. Ex-
tensive simulations are conducted using MATLAB-based wireless
channel modeling and Python-based DRL training platforms.
Simulation results demonstrate that the proposed framework
achieves approximately 25%-40% higher throughput and 18%-
35% SINR improvement compared with conventional anti-
jamming approaches. Moreover, the proposed scheme maintains
stable communication performance under strong jamming power,
CSI uncertainty, and high-mobility scenarios. Statistical evalu-
ations over 20 independent random seeds further confirm the
robustness and reproducibility of the proposed framework.

Index Terms—6G wireless networks, Anti-jamming commu-
nications, Reconfigurable intelligent surfaces (RIS), Deep Rein-
forcement Learning (DRL), Adaptive multi-mode optimization.

I. INTRODUCTION

Sixth-generation (6G) wireless networks are expected to
provide ultra-reliable and intelligent communication services
for emerging applications such as massive Internet of Things
(IoT), autonomous systems, digital twins, and immersive
extended reality [1], [2]. Compared with previous wireless
generations, 6G systems are envisioned to support significantly
higher spectral efficiency, ultra-low latency, and dense device
connectivity under highly dynamic communication environ-
ments [3], [4]. However, the open and shared nature of wireless
channels also makes future 6G networks increasingly vulner-
able to intentional interference and jamming attacks, which
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can severely degrade communication reliability, throughput
performance, and quality of service [5].

Recently, reconfigurable intelligent surfaces (RISs) have
emerged as a promising technology for enhancing wireless
propagation environments through programmable electromag-
netic reflection control [6], [7]. By intelligently adjusting
RIS reflection coefficients, wireless signals can be construc-
tively combined at desired receivers while interference can be
suppressed [8], [9]. Owing to these advantages, RIS-assisted
communication has attracted considerable attention for secure
transmission, interference mitigation, and spectrum efficiency
enhancement in next-generation wireless systems [10], [11].

At the same time, deep reinforcement learning (DRL) has
demonstrated strong capability in solving dynamic wireless
optimization problems without requiring accurate mathemati-
cal models of complex environments [12], [13]. Recent studies
have applied DRL to anti-jamming communications through
adaptive channel selection, transmit power control, and re-
source allocation strategies [14]-[16]. In the broader context
of wireless sensor networks, link selection mechanisms have
also been investigated to enhance communication reliability
under dynamic channel conditions [17]. In parallel, several
RIS-assisted anti-jamming schemes have been investigated to
improve signal robustness under hostile interference conditions
[18]-[20].

Nevertheless, a careful examination of recent literature
reveals several important limitations. First, most existing DRL-
based anti-jamming approaches optimize only a single com-
munication dimension—such as channel hopping or power
adaptation—which limits their adaptability under heteroge-
neous jamming environments [21], [22]. Second, current RIS-
assisted schemes typically assume idealized deployment con-
ditions, including perfect channel state information (CSI), con-
tinuous RIS phase shifts, negligible hardware impairments, and
static wireless environments [23], [24]. Third, although several
recent studies have separately investigated RIS optimization,
DRL-based anti-jamming, or adaptive resource allocation,
very limited work has jointly integrated RIS beamforming,
channel selection, and transmit power adaptation into a unified
multi-mode decision framework [25], [26]. In particular, most
reported schemes rely on fixed anti-jamming policies and do
not support dynamic mode switching according to jammer
behavior, interference intensity, or channel variations [27],
[28].
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Furthermore, recent survey studies on RIS-assisted anti-
jamming communications have highlighted that practical de-
ployment constraints—including finite-resolution RIS phase
quantization, reflection loss, control delay, imperfect CSI,
and mobility-aware channel dynamics—remain insufficiently
investigated in existing DRL-based frameworks [29]. Several
multi-agent and cooperative anti-jamming schemes have been
proposed for UAV swarm scenarios [30], yet the integration
of practical RIS hardware impairments with adaptive DRL
decision making in terrestrial 6G settings remains largely
unexplored. Consequently, the robustness and reproducibility
of many reported performance gains remain difficult to verify
under realistic 6G deployment scenarios.

Motivated by these observations, this paper proposes an
adaptive multi-mode DRL framework for RIS-assisted anti-
jamming communication in dynamic 6G wireless networks.
Unlike conventional single-strategy approaches, the proposed
framework dynamically switches among RIS beamforming,
channel hopping, and transmit power adaptation according to
real-time wireless conditions and jammer activities. Practical
deployment factors, including imperfect CSI, RIS phase quan-
tization, reflection loss, control delay, and mobility effects,
are explicitly incorporated into the system model to improve
deployment realism.

The main contributions of this paper are summarized as
follows:

e A practical RIS-assisted anti-jamming system model
is developed by incorporating imperfect CSI, finite-
resolution RIS phase quantization, reflection loss, control
delay, and mobility-aware wireless channels.

o An adaptive multi-mode DRL framework is proposed
to jointly optimize RIS beamforming, channel selection,
and transmit power adaptation under dynamic jamming
environments.

o A unified action-space design is introduced to support
both discrete and continuous anti-jamming decisions us-
ing DQN, PPO, and SAC algorithms.

« Extensive simulations and statistical evaluations over 20
independent random seeds demonstrate that the proposed
framework achieves approximately 25%-40% higher
throughput and 18%-35% SINR improvement compared
with benchmark schemes under practical 6G deployment
conditions.

Table I summarizes the main differences between re-
cent RIS-assisted anti-jamming approaches and the proposed
framework. Unlike existing methods, the proposed framework
jointly integrates adaptive multi-mode DRL decision making,
practical RIS deployment constraints, and statistical robustness
evaluation under dynamic wireless environments.

As observed from Table I, existing approaches generally
focus on isolated optimization objectives or simplified wireless
assumptions. In contrast, the proposed framework simultane-
ously considers adaptive anti-jamming mode switching, prac-
tical RIS impairments, mobility-aware environments, and sta-
tistical reproducibility, which remain insufficiently addressed
in current literature.

The remainder of this paper is organized as follows. Sec-
tion II presents the system model and problem formulation.

JOURNAL OF COMMUNICATIONS SOFTWARE AND SYSTEMS, VOL. 22, NO. 3, SEPTEMBER 2026

Section III introduces the proposed adaptive multi-mode DRL
framework and training methodology. Section IV provides
simulation results and performance evaluations under practical
wireless constraints. Finally, Section V concludes the paper
and discusses future research directions.

II. SYSTEM MODEL
A. Network Architecture

Consider a RIS-assisted wireless communication system
operating in the presence of intentional jamming attacks,
where a base station (BS) communicates with a legitimate
user (LU) under the assistance of a reconfigurable intelligent
surface (RIS). The considered network consists of four major
components, namely the BS, the LU, the jammer (J), and the
RIS controller.

The RIS is composed of N nearly passive reflecting ele-
ments capable of dynamically adjusting the phase response of
incident electromagnetic waves. Unlike ideal RIS assumptions
commonly adopted in existing studies, practical hardware
limitations are considered in this work. Specifically, each
RIS element employs finite-resolution phase shifters with b-
bit quantization. Therefore, the phase shift of the n-th RIS
element is constrained as

b _
0. {0, 27 2m(2° — 1) } '

ﬁa"'; 2b (1)

In addition, practical reflection loss caused by RIS hardware
impairments is incorporated through a reflection amplitude
coefficient p € (0, 1]. Consequently, the RIS reflection matrix
is modeled as

P = diag (pejel,pej‘g’-’,...,pew”) . 2)

The BS communicates with the LU through both direct
and RIS-reflected propagation links. By properly adjusting the
RIS phase shifts, the reflected signals can be constructively
combined at the receiver to enhance the desired signal power
while suppressing jamming interference.

Furthermore, a practical RIS control delay is considered. Let
74 denote the RIS reconfiguration delay caused by controller
processing and signaling overhead. Accordingly, the applied
RIS configuration at time slot ¢ becomes ®(¢ — 74), which
better reflects practical RIS-assisted wireless deployments in
future 6G systems.

B. Channel Model

The received signal at the legitimate user consists of both di-
rect and RIS-assisted transmission components under dynamic
wireless fading conditions.

Let hy denote the complex channel coefficient of the direct
BS-to-user link. The RIS-assisted transmission path consists
of the BS-to-RIS channel hpr € CN*1 and the RIS-to-user
channel hpy € CN*1,

Considering practical wireless environments, imperfect
channel state information (CSI) is incorporated into the pro-
posed framework. The estimated channels are modeled as
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TABLE I
COMPARISON WITH EXISTING RIS-ASSISTED ANTI-JAMMING APPROACHES.

Reference RIS | DRL | Multi-Mode | Joint Optimization | Imperfect CSI | RIS Quantization | Mobility-Aware | Statistical Validation
[14], [31] v X X Partial Partial X X X
[18], [32] v X X Partial X X X X
[25], [21] X v X Partial X X X X
[19], [28] v v X Partial X X X X
[24], [33] v X X v Partial X X X
Proposed Framework | v v v v v v v v

hpr = hpr + Ahgg, 3

hry = hpy + Ahgy, 4

where Ahppr and Ahgy represent channel estimation errors
following complex Gaussian distributions.

The equivalent RIS-assisted cascaded channel is expressed
as

hrrs = hil, ®hpg.

®)

To capture user mobility and time-varying propagation
effects, Doppler-induced fading is additionally considered. The
Doppler frequency is given by

Ve
f D = f )

Cc

(6)

where v denotes the user velocity, f. is the carrier frequency,
and c is the speed of light.

Assuming the BS transmits signal « with power P;, where
E[|z|?] = 1, the received signal at the LU can be expressed as

y = (hd + flgU@ﬁBR) VP +iy+n, %)

where ¢; denotes the jamming interference and n
CN(0,0?%) represents additive white Gaussian noise.

~

C. Jamming Model

In this work, two representative jamming strategies are
considered.

First, the reactive jammer transmits interference signals only
when legitimate transmission activity is detected. The received
jamming signal at the user can be modeled as

PJS (8)

where h; is the channel coefficient from the jammer to the
user, P; is the jamming power, and s is the jamming signal
satisfying E[|s]?] = 1.

Second, the random jammer transmits interference signals
randomly over time without observing channel activity. Al-
though less intelligent than reactive jamming, it can still
increase the background interference level and degrade com-
munication reliability. The considered system model is shown
in Fig. 1.

D. Problem Formulation

The objective of the considered RIS-assisted anti-jamming
system is to jointly maximize communication reliability and
energy efficiency while mitigating the impact of malicious
interference under practical wireless constraints.

Based on the received signal model, the received signal-to-
interference-plus-noise ratio (SINR) at the legitimate user is
expressed as

“ “ 2
P |hy +th‘I’hBR
PJ|hJ‘2 + 02

SINR = 9)
According to Shannon theory, the achievable throughput is
defined as

R = Blog,(1 + SINR), (10)

where B denotes the system bandwidth.

In addition to throughput maximization, practical 6G com-
munication systems must also consider latency and energy
consumption constraints. The total system energy consumption
is modeled as

Etotal:Pt'i_NXPRIS"'_Pcz (11)

where NV denotes the number of reflecting elements of the RIS.
Pr;s represents the power consumed by each RIS element and
P, denotes the circuit power consumption.

The overall communication delay is modeled as

Dtotal = Dtac + DRIS + Dproa (12)

where Dy, Drrs, and D), denote transmission delay, RIS
control delay, and DRL processing delay, respectively.

Accordingly, the anti-jamming optimization problem is for-
mulated as

P1: q,H}th MR — X Eiotar — A3Diotar (13)
st. 0< P < Ppuax, (14)

21 27 (20 — 1)
ene{o,w...72b}, (15)
Dtotal < Dmaxa (16)
Etotal S Ema)u (17)
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Fig. 1. Overall architecture of the practical RIS-assisted adaptive multi-mode DRL anti-jamming communication system under dynamic wireless environments.

where A1, A2, and A3 are weighting coefficients balancing
throughput, energy efficiency, and latency performance, re-
spectively.

The optimization problem is highly non-convex due to the
coupled RIS reflection coefficients, discrete channel selection
variables, and dynamic wireless environment uncertainties.
Therefore, a DRL-based adaptive multi-mode optimization
framework is proposed to learn near-optimal anti-jamming
strategies in real-time wireless environments.

III. PROPOSED ADAPTIVE MULTI-MODE DRL
FRAMEWORK

A. Framework Overview

To address dynamic jamming attacks in 6G wireless net-
works, this paper proposes an adaptive multi-mode deep re-
inforcement learning (DRL) framework that jointly optimizes
RIS configuration and communication parameters. The pro-
posed framework consists of three main modules: environment
sensing, DRL decision engine, and multi-mode anti-jamming
control.

The environment sensing module collects wireless environ-
ment information, including channel conditions, interference
levels, and jammer activity. Based on these observations, the
system state at time slot ¢ is defined as

St = {SINRt,Ht,Jt} (18)

where SINR; denotes the signal-to-interference-plus-noise ra-
tio, H; represents the channel condition, and J; indicates the
activity level of the jammer.

The DRL decision engine acts as an intelligent agent that
determines optimal control actions based on the observed state.
At each time step, the agent selects an action a; to maximize
the long-term cumulative reward.

The multi-mode anti-jamming control module executes the
selected strategy, including channel hopping, RIS beamform-
ing, or transmit power adaptation.

The interaction between the agent and the wireless environ-
ment can be modeled as a Markov Decision Process (MDP),
where the objective is to learn an optimal policy 7*:

o0

™ = argmax E E vy
s
t=0

19)

where v is the discount factor and r; denotes the reward at
time .

The overall architecture of the proposed adaptive multi-
mode DRL framework is illustrated in Fig. 2. The frame-
work consists of environment sensing, a DRL-based decision
engine, and a multi-mode anti-jamming controller. The DRL
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Fig. 2. Overall architecture of the proposed adaptive multi-mode deep rein-
forcement learning (DRL) framework for RIS-assisted anti-jamming wireless
networks.

agent observes the wireless environment state and dynamically
selects appropriate anti-jamming strategies, including channel
hopping, RIS beamforming, and power adaptation.

B. Multi-Mode Anti-Jamming Strategy

Unlike conventional anti-jamming approaches that rely on
a single mitigation technique, the proposed framework intro-
duces a multi-mode strategy that dynamically selects different
countermeasures according to the wireless environment.

1) Mode 1: Channel Hopping: In this mode, the transmitter
switches to a cleaner frequency channel to avoid jamming
interference. Let the available channel set be

C:{017C27...76K}. (20)
The optimal channel is selected as
¢; = argmax SINR(cg). 21

creC

This strategy is effective when the jammer concentrates
interference on specific channels.

2) Mode 2: RIS Beamforming: In this mode, the phase
shifts of RIS elements are adjusted to strengthen the desired
signal and mitigate interference. The RIS reflection matrix can
be expressed as

P :diag(ejel,ej92,...,ejeN), (22)

where 6,, denotes the phase shift of the n-th RIS element.
The RIS configuration aims to maximize the effective chan-
nel gain
max |hg +hil,; ®hpg|. (23)
By properly adjusting the phase shifts, the RIS can create
constructive signal combining at the legitimate receiver.
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3) Mode 3: Power Adaptation: In this mode, the BS
dynamically adjusts the transmit power to balance communi-
cation performance and energy efficiency. The transmit power
is constrained by

OSPtSPma)p (24)
The resulting SINR can be expressed as
Pt|hcﬁ'|2
SINR = ————, 25
Pth] ‘2 + 0‘2 ( )

where h.g denotes the effective channel including the RIS-
reflected path.

C. DRL Model Design

The anti-jamming decision process is formulated using a
DRL agent interacting with the wireless environment.

1) State Space: The system state at time ¢ is defined as

St = [S]:N-]Rt7 Ht, Jt] (26)

Here, SINR; indicates link quality, H; represents the chan-
nel state, and J; characterizes jammer activity.

2) Action Space: The proposed framework involves a hy-
brid action space consisting of both discrete and continuous
control variables.

At each time slot, the DRL agent selects an action vector
defined as
0N, P, @7

ay = [mt,Ct,01702, .

where:

« my denotes the anti-jamming mode selection,

o c; represents the selected communication channel,

e 0, denotes the RIS phase shift of the n-th reflecting
element,

e P, represents the BS transmit power.

The action variables include both discrete and continuous
components. Specifically, mode selection and channel hopping
are discrete actions, whereas RIS beamforming and transmit
power adaptation are continuous control variables.

For the DQN-based implementation, continuous variables
are discretized into finite action sets to enable Q-learning
optimization. In particular, RIS phase shifts are quantized
using finite-resolution phase control, while the transmission
power is selected from a predefined discrete power set.

In contrast, PPO and SAC directly operate over continuous
action spaces, allowing smoother RIS beamforming and power
adaptation decisions under dynamic wireless environments.

3) Reward Function: The reward function is designed to
encourage high throughput while suppressing interference. It
is defined as

ry = oy — B, (28)

where R; denotes system throughput, I; represents interfer-
ence power, and « and [ are weighting coefficients.
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4) Computational Complexity and Implementation Over-
head: The computational complexity of the proposed DRL
framework depends on the adopted learning paradigm and the
hybrid action space. For DQN-based learning, the complexity
scales as O(].A| - Nnn), where | A| denotes the action space
size and Nyn is the number of neural network parameters.
Policy-gradient methods such as PPO and SAC introduce
additional overhead due to gradient estimation and iterative
policy updates. The action space grows with the number
of RIS elements (32-128 in Table II), leading to increased
training complexity due to the enlarged state—action space.
Furthermore, the use of a replay buffer of size 10° adds
moderate memory overhead. Nevertheless, the inference phase
remains lightweight, requiring only a forward pass through a
compact neural network, resulting in millisecond-level latency
that is compatible with RIS control delays. Therefore, while
training is computationally intensive, it can be executed of-
fline, and the proposed framework remains feasible for real-
time 6G deployments. Unlike Section III-F, which focuses
on the training complexity, this subsection discusses both
computational overhead and practical implementation aspects,
including inference latency and memory requirements.

D. Training Algorithm

To learn the optimal anti-jamming policy, three representa-
tive DRL algorithms are implemented and compared, includ-
ing Deep Q-Network (DQN), Proximal Policy Optimization
(PPO), and Soft Actor-Critic (SAC).

The DRL agent employs a fully connected neural net-
work consisting of three hidden layers with 128 neurons per
layer and ReLU activation functions. The Adam optimizer
is adopted with a learning rate of 10~%. For DQN training,
an experience replay buffer with capacity 10° is utilized to
stabilize learning performance, while the mini-batch size is
set to 64.

For DQN, the action-value function (s, a) is approximated
through a deep neural network. The corresponding loss func-
tion is expressed as

L(O)=E [(r +ymaxQ(s',a';07) — Q(s, a; 9))2} . (29

For PPO, the policy network is updated by maximizing the
clipped surrogate objective

LPPO — R [min (rt(Q)At7clip(rt(9), 1—¢€1+ e)/lt)} .
(30)
Unlike DQN and PPO, SAC adopts a maximum entropy re-
inforcement learning framework to improve exploration capa-
bility in highly dynamic jamming environments. Its objective
function is defined as

J(r)=E Zrt+a7—[(7r(~|st)) 31
t
Training convergence is assumed when the moving average
reward variation becomes sufficiently small over consecutive
training episodes.
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Algorithm 1: Adaptive Multi-Mode DRL Anti-
Jamming Framework

1 Initialize DRL network parameters 6;

2 Initialize target network parameters 6~ 70k

3 Initialize replay buffer D with capacity 10;

4 Set learning rate 7, discount factor ~, and mini-batch size B;

5 for each training episode do

6 Reset wireless environment and RIS controller;
7 Observe initial state s¢;
8 while episode not terminated do
9 Estimate wireless environment state:
st = {SINR¢, H¢, Ji, Et, Dt };
10 Observe imperfect CSI and jammer activity;
11 Select action ay = {m¢, ct, ¢, P;} using policy m(st);
12 // Determine anti-jamming mode:
13 e Mode 1: Channel hopping
14 e Mode 2: RIS beamforming
15 e Mode 3: Power adaptation ;
b
16 Quantize RIS phase shifts: 6,, € {0, g—g, AU % };
17 // Execute selected action:
18 e Update communication channel ¢
19 e Configure RIS reflection matrix ®;
20 e Adjust BS transmit power P; ;
21 Apply RIS control delay 74;
22 Observe next state s¢41;
23 Compute reward: 71 = A\ Rt — Ao Ey — A3 Dy — gl
24 Store transition (s¢, at,7¢, S¢+1) into replay buffer D;
25 Sample mini-batch from D;
26 // Update DRL parameters using:
27 e DQN for discretized action optimization,
28 e PPO for stable policy-gradient learning,
29 e SAC for continuous RIS optimization ;
30 Update target network parameters periodically;
31 Set s¢ < S¢41;
32 end
33 end

Output: Learned optimal anti-jamming policy 7*

The computational complexity of DRL training mainly
depends on the neural network size, replay buffer updates,
and action-space dimension. Although SAC introduces higher
computational overhead compared with DQN, it generally
achieves faster convergence and more stable policy learning
in continuous RIS optimization environments.

E. Algorithm 1: Adaptive Multi-Mode DRL Anti-Jamming

The overall training procedure of the proposed adaptive
multi-mode DRL framework is summarized in Algorithm 1.
The DRL agent dynamically learns near-optimal anti-jamming
strategies by jointly optimizing RIS configuration, channel se-
lection, and transmit power adaptation under practical wireless
constraints.

F. Training Complexity Analysis

The computational complexity of the proposed adaptive
multi-mode DRL framework mainly depends on the neural
network inference process, replay memory updates, and envi-
ronment interaction during policy training. Let N, denote the
number of training episodes, 1" represent the average number
of time steps per episode, B denote the mini-batch size, and
|A| indicate the action-space dimension.
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For the DQN-based implementation, the dominant compu-
tational cost originates from Q-network forward and backward
propagation. The overall training complexity can be approxi-
mated as

(32)

For PPO and SAC algorithms, additional policy and entropy
optimization operations are required during each update iter-
ation. Consequently, their computational complexity becomes

O(N.TB|A).

O(N.TB(|Al +0])), (33)

where |0| denotes the number of trainable neural network
parameters.

In the proposed framework, the RIS configuration is dis-
cretized using finite-resolution phase quantization to reduce
action-space dimensionality and training overhead. In addition,
experience replay and mini-batch learning are adopted to
improve convergence stability and computational efficiency.

The DRL agent is implemented using lightweight fully
connected neural networks with two hidden layers containing
128 and 64 neurons, respectively. The replay buffer size is
set to 105, while the mini-batch size is configured as 64.
The Adam optimizer with learning rate 10~* is employed for
policy training. Simulation results indicate that stable conver-
gence is typically achieved within approximately 600 training
episodes, demonstrating acceptable computational complexity
for practical RIS-assisted 6G anti-jamming scenarios.

1V. PERFORMANCE EVALUATION
A. Simulation Setup

To evaluate the effectiveness of the proposed practical
RIS-assisted adaptive multi-mode DRL framework, extensive
simulations were conducted using MATLAB for wireless
system modeling and Python-based deep reinforcement learn-
ing libraries for agent training and policy optimization. The
considered simulation environment emulates a dynamic 6G
wireless communication scenario in the presence of reactive
and random jamming attacks.

The communication system consists of one base station
(BS), one legitimate user (LU), one jammer, and one RIS
deployed to assist signal propagation. Both direct and RIS-
reflected transmission links are considered. In contrast to
idealized RIS assumptions, practical wireless impairments are
incorporated into the simulations, including finite-resolution
RIS phase quantization, imperfect CSI, RIS reflection loss,
Doppler-aware fading, and RIS control delay.

The RIS employs b-bit discrete phase shifters, where the
phase resolution is constrained to a finite quantization set.
Reflection loss is modeled using a practical reflection coef-
ficient p € (0, 1]. Furthermore, imperfect CSI is considered
through additive channel estimation errors following complex
Gaussian distributions. To capture realistic mobility effects in
6G wireless environments, time-varying fading channels with
Doppler shifts are additionally incorporated.

The proposed framework jointly optimizes channel selec-
tion, RIS beamforming, and transmit power adaptation un-
der dynamic jamming environments. Three DRL algorithms,
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namely Deep Q-Network (DQN), Proximal Policy Optimiza-
tion (PPO), and Soft Actor-Critic (SAC), are implemented and
compared.

For DQN training, continuous control variables are dis-
cretized into finite action sets to support Q-learning optimiza-
tion. In contrast, PPO and SAC directly operate over continu-
ous action spaces for RIS beamforming and power adaptation.
All DRL agents employ fully connected neural networks with
three hidden layers and ReLU activation functions. The Adam
optimizer is adopted for parameter updates.

To improve statistical reliability and reproducibility, each
simulation experiment is independently repeated over 20
random seeds, where wireless channel realizations, jammer
activity patterns, and DRL initialization parameters are ran-
domly varied across runs. The reported performance metrics
correspond to averaged values over all independent trials. In
addition, 95% confidence intervals are computed to quantify
performance variance and statistical robustness.

The primary performance metrics include average SINR,
achievable throughput, energy consumption, outage probabil-
ity, convergence stability, and anti-jamming robustness under
varying jammer power levels. The jammer transmit power
is varied from —20 dBm to 20 dBm to evaluate system
robustness under different interference intensities. Moreover,
the number of RIS reflecting elements is varied from 32 to
128 to investigate the impact of RIS size on communication
performance.

The main simulation parameters are summarized in Table II.

To ensure a fair and comprehensive evaluation, the proposed
framework is compared with several representative benchmark
schemes, including conventional anti-jamming communica-
tion without intelligent adaptation, DQN-based anti-jamming
optimization, and RIS-assisted communication without DRL
optimization. These benchmark methods provide meaningful
references for evaluating the effectiveness of the proposed
adaptive multi-mode DRL framework under realistic wireless
interference environments.

B. Results and Analysis

The wireless communication environment, RIS-assisted
propagation channels, and jamming effects were modeled in
MATLAB, while DRL training and policy optimization were
implemented in Python using PyTorch-based reinforcement
learning libraries.

1) SINR and Throughput Performance: Fig. 3. compares
the average SINR performance under varying jammer power
levels. As jammer power increases from —20 dBm to 20 dBm,
all schemes experience SINR degradation due to stronger inter-
ference. Nevertheless, the proposed adaptive multi-mode DRL
framework consistently achieves the highest SINR perfor-
mance. At high interference conditions, the proposed method
improves the average SINR by approximately 18%—-35% com-
pared with DQN-based and conventional benchmark schemes.
This performance gain is mainly attributed to the joint op-
timization of RIS beamforming, adaptive channel hopping,
and power control. Moreover, the narrow confidence intervals
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TABLE 11
SIMULATION PARAMETERS

Parameter Value
Carrier frequency 3.5 GHz
System bandwidth 20 MHz
Number of RIS elements (V) 32 - 128

RIS phase resolution 2-bit / 3-bit quantization
RIS reflection coefficient (p) 0.85

BS transmit power 0 - 30 dBm
Jammer power —20 dBm - 20 dBm
Noise power —90 dBm

Path loss exponent 3.0

User mobility speed 5 =30 km/h

Channel model

Rayleigh fading + Doppler shift

CSI condition

Imperfect CSI

RIS control delay

1-3ms

DRL algorithms

DQN, PPO, SAC

Neural network structure

3 hidden layers, 128 neurons/layer

Replay buffer size 10°
Mini-batch size 64
Optimizer Adam
Learning rate 107
Discount factor (7y) 0.99
Training episodes 1000
Random seeds 20 independent runs
Confidence interval 95%

Simulation platform

MATLAB + Python RL
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Fig. 3. Average SINR performance versus jammer transmit power under

different anti-jamming schemes.

demonstrate stable anti-jamming behavior and statistical ro-
bustness across multiple random seeds.

Fig. 4. presents the average throughput performance under
different jammer power levels. The proposed framework con-
sistently outperforms all benchmark methods across the entire

interference range. Specifically, under strong jamming condi-
tions, the proposed scheme achieves approximately 25%—40%
higher throughput compared with conventional anti-jamming
methods. In contrast, the throughput of the conventional
scheme rapidly degrades as jammer power increases. The
inclusion of 95% confidence intervals confirms the statistical
reliability and reproducibility of the obtained results over 20
independent random trials.

2) RIS Scalability and Energy Efficiency: Fig. 5. illustrates
the impact of RIS size on system throughput. Increasing
the number of RIS reflecting elements significantly improves
communication performance due to enhanced passive beam-
forming gain. The proposed framework achieves the highest
throughput scalability among all compared schemes. When
the RIS size increases from 32 to 128 elements, the proposed
method improves throughput by approximately 30%—45%. In
comparison, the conventional method exhibits only marginal
performance improvement because it does not exploit adaptive
RIS optimization.

Fig. 6. compares the energy-delay tradeoff among different
anti-jamming schemes. The proposed framework achieves the
lowest energy consumption and communication delay simul-
taneously, demonstrating superior multi-objective optimization
capability. Compared with the conventional scheme, the pro-
posed method reduces energy consumption by approximately
40% while decreasing end-to-end delay by nearly 55%. These
results verify the effectiveness of adaptive mode selection
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Fig. 5. Average throughput versus the number of RIS reflecting elements.

and RIS-assisted transmission optimization in practical 6G
wireless environments.

3) DRL Convergence and Adaptive Behavior: Fig. 7. il-
lustrates the convergence performance of different DRL algo-
rithms during the training process. The proposed framework
converges faster and achieves higher cumulative rewards com-
pared with DQN, PPO, and SAC baseline methods. Specif-
ically, stable convergence is achieved after approximately
600 training episodes, while conventional DQN requires sub-
stantially longer training periods. The improved convergence
stability is primarily attributed to the adaptive multi-mode
learning strategy and efficient environment interaction mech-
anism.

Fig. 8. presents the adaptive mode selection behavior of the
proposed framework under different jammer activity condi-
tions. Under low jammer activity, RIS beamforming is selected
more frequently to maximize communication efficiency. As
jammer intensity increases, the framework dynamically shifts
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Fig. 6. Energy-delay tradeoff comparison of different anti-jamming strategies.
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Fig. 7. Training convergence behavior of different DRL algorithms.

toward channel hopping strategies to avoid severe interference.
This adaptive decision behavior demonstrates the effectiveness
of the proposed multi-mode DRL framework in dynamically
balancing communication reliability and anti-jamming robust-
ness.

4) Robustness under Practical Constraints: Fig. 9. eval-
uates system robustness under imperfect CSI conditions. As
the CSI estimation error variance increases, the throughput
performance of all methods gradually decreases due to inac-
curate channel knowledge. Nevertheless, the proposed frame-
work maintains superior robustness compared with benchmark
schemes. Even under severe CSI uncertainty, the proposed
method achieves approximately 20%-30% higher throughput
than conventional approaches. These results confirm the ef-
fectiveness of the proposed DRL-based adaptive optimization
under realistic wireless deployment conditions.

Fig. 10. illustrates the impact of RIS phase quantization
resolution on system throughput. Increasing the RIS phase
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resolution significantly improves beamforming accuracy and
communication performance. The proposed framework con-
sistently achieves the highest throughput across all quantiza-
tion levels. In particular, the performance gap between low-
resolution and high-resolution RIS configurations confirms the
importance of considering practical hardware constraints in
RIS-assisted wireless systems.

Fig. 11. evaluates the impact of user mobility on commu-
nication performance. As user speed increases, the throughput
gradually decreases due to Doppler-induced channel variations
and rapid CSI fluctuations. Nevertheless, the proposed adaptive
DRL framework maintains more stable performance compared
with conventional methods. Specifically, the proposed method
preserves approximately 15%—-28% higher throughput under
high-mobility scenarios, demonstrating strong robustness in
dynamic 6G wireless environments.

5) Statistical Reliability Analysis: Fig. 12. presents the sta-
tistical throughput distribution over 20 independent simulation
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environments.

runs. The proposed framework achieves the highest median
throughput with smaller variance compared with benchmark
methods, indicating improved statistical stability and repro-
ducibility. In contrast, conventional approaches exhibit larger
performance fluctuations due to limited adaptability under
dynamic interference conditions.

Fig. 13. shows the Cumulative Distribution Function (CDF)
of system throughput for different anti-jamming schemes.
The proposed framework consistently shifts the throughput
distribution toward higher performance regions, indicating
improved communication reliability and reduced outage prob-
ability. Compared with baseline methods, the proposed scheme
achieves substantially higher throughput over the majority of
transmission scenarios.
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C. Discussion

The simulation results demonstrate that the proposed adap-
tive multi-mode DRL framework consistently outperforms
conventional anti-jamming approaches under diverse wireless
environments. By jointly optimizing RIS beamforming, chan-
nel hopping, and transmit power adaptation, the proposed
scheme achieves significant improvements in both SINR and
throughput performance, particularly under strong jamming
conditions.

The results further confirm that increasing the number of
RIS reflecting elements enhances communication reliability
due to improved passive beamforming gain. In addition, the
proposed framework maintains stable performance under prac-
tical deployment constraints, including imperfect CSI, finite-
resolution RIS phase quantization, and user mobility. Com-
pared with baseline schemes, the proposed method exhibits
stronger robustness against channel uncertainty and dynamic
interference variations.

From the DRL perspective, the convergence analysis in-
dicates that the proposed framework achieves faster and
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more stable learning behavior than conventional DQN-based
approaches. Moreover, the statistical evaluations, including
confidence intervals, boxplot analysis, and throughput CDF
results over multiple random seeds, verify the reproducibility
and reliability of the obtained performance gains. Overall,
these results demonstrate the effectiveness of integrating adap-
tive DRL with RIS-assisted communication for robust anti-
jamming operation in future 6G wireless networks.

Table III presents a systematic comparison between the pro-
posed framework and five representative RIS-assisted DRL-
based anti-jamming approaches across six dimensions: DRL
methodology, RIS integration, anti-jamming strategy, action
space structure, environmental adaptivity, and real-time fea-
sibility. As observed, existing methods generally rely on a
single learning paradigm and optimize only a limited subset of
control variables—typically combining RIS phase shift with
one additional dimension such as power allocation, trajec-
tory planning, or channel selection. Moreover, a clear trade-
off persists among prior works between adaptivity and real-
time feasibility: approaches achieving high adaptivity through
complex hybrid optimization tend to incur substantial compu-
tational overhead, whereas lightweight value-based methods
offer fast inference but limited adaptivity under dynamic
jamming conditions.

In contrast, the proposed adaptive multi-mode DRL frame-
work simultaneously addresses these limitations through three
distinguishing characteristics. First, the multi-mode archi-
tecture dynamically switches among complementary learn-
ing strategies, overcoming the inherent constraints of any
single DRL paradigm. Second, the unified hybrid action
space enables joint optimization across three tightly coupled
domains—RIS configuration, channel selection, and transmit
power adaptation—rather than treating them as isolated or
sequential subproblems. Third, the efficient ms-level inference
mechanism achieves both very high adaptivity and high real-
time feasibility, a combination that none of the compared
approaches attains. These properties collectively render the
proposed framework well-suited for large-scale, dynamic 6G
environments where jamming conditions evolve rapidly and
low-latency decision-making is imperative.

V. CONCLUSION

This paper proposed an adaptive multi-mode DRL frame-
work for RIS-assisted anti-jamming communication in dy-
namic 6G wireless networks. The proposed approach jointly
integrates RIS beamforming, channel hopping, and transmit
power adaptation into a unified learning framework capable
of responding to time-varying jammer activities and wireless
channel variations. Practical deployment factors, including
imperfect CSI, RIS phase quantization, reflection loss, con-
trol delay, and user mobility, were incorporated into the
system model to improve deployment realism. Simulation
results demonstrated that the proposed framework consis-
tently outperformed conventional anti-jamming schemes un-
der diverse interference conditions. Specifically, the proposed
method achieved approximately 25%—40% higher throughput
and 18%-35% SINR improvement compared with benchmark
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TABLE III
QUALITATIVE COMPARISON WITH RECENT RIS-ASSISTED DRL ANTI-JAMMING APPROACHES
Reference DRL Method RIS Support | Anti-Jamming Strategy | Action Space | Adaptivity | Real-Time Feasibility
Thanh et al. Power + Phase . ..
[19] DQN Yes Shift Control Discrete Low Limited
Tariq et al. PPO Yes (Aerial) JOl.m Trajectory ¥ Continuous Moderate Moderate
[34] Passive Beamforming
Dong et al. Optimization- Joint Beamforming . .
[35] driven DRL Yes + IRS Phase Shift | Continuous High Moderate
Yuan et al. Hybrid TD3 Multi-Domain . . Limited
[36] + Primal-Dual Yes Jamming Resistance Hybrid High (High Overhead)
Wahid et al. . Joint BF + Hybrid . .
(37] DDPG Yes (Hybrid) RIS Configuration Hybrid High Moderate
. Adaptive Multi- Joint RIS + . . High
This Work Mode DRL Yes Channel + Power Hybrid Very High (ms-level inference)
methods. In addition, the framework maintained stable com- [11] Z. Li, S. Wang, M. Wen, and Y.-C. Wu, “Secure
munication performance under strong jamming power, CSI multicast ~ energy-efficiency maximization with massive RISs
. d hich bili . Statistical luati and uncertain CSI: First-order algorithms and convergence
uncertainty, and high-mobility scenarios. Statistical evaluations analysis,” vol. 21, no. 9, pp. 6818-6833. [Online]. Available:

over 20 independent random seeds further verified the robust-
ness and reproducibility of the obtained results.

Future work will investigate multi-agent DRL architectures,
distributed RIS coordination, and lightweight online learning
mechanisms for large-scale ultra-dense 6G wireless networks.
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